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The mirror of the IT Environment 

 

New trends and technologies in the data center require flexible monitoring and management 

systems 

 

A few years ago the world of the IT manager was still in order. The computer center was the central 

sanctuary of the IT environment, it was the role of the IT department to provide reliable availability 

of the systems. 

 

From today's perspective, IT availability and security remain key requirements, however, the 

responsibility has broadened considerably. IT efficiency, need-based capacity planning as well as 

energy efficiency, access control, fire protection and cooling must also be taken into account and in 

many cases fall within the remit of the IT managers. In addition, new technologies such as 

virtualization and cloud computing are spread, and must be well looked after. 

 

To meet this expanded range of responsibilities, those responsible must continuously be informed 

on the current status of all systems - both IT and the adjacent areas of technology. A requirement 

which can only be realized with a comprehensive and, ideally, cross-technology monitoring. Azeti 

Networks, a specialist in Infrastructure Monitoring explains what is important here. 

 

Centralization vs. Decentralization vs. Cloud - What requirements do you have on 

monitoring? 

 

The alignment of information technology of a firm depends on many factors. It reflects both the 

needs of the industry, company size, but also individual preferences. The trend in recent years has 

shown that: A black and white setting on a profile can not exist. Neither a complete centralization 

nor a completely decentralized provision of IT can be realized. Also the topic cloud will in medium 

term play a role in each company. Whether as a provider of Web services for customers or partners, 

or as users of cloud IT services. For the selection of an appropriate monitoring solution, this means 

that the system used, should support all current and future IT needs and support structures. 

In many systems, such as databases, application servers and storage, a concentration in a central 

data center is useful. This should guarantee a fast central support of the systems. In this 

environment, it is the task of monitoring, to consistently monitor the performance and availability of 

critical systems. But it is important that the monitoring system itself meets the security 

requirements. Since a comprehensive monitoring requires the access of the monitoring system to all 

areas of your network, make sure that neither corporate firewalls are circumvented, nor that the 

stability, performance or security of host systems are at risk through the agent used. Systems, which 

handle open ports too permissive, can possibly create a back door for hackers into the corporate 

network.  

 

At this point, appliance solutions offer - a combination of dedicated hardware and specially adapted 

software - the advantage to avoid typical security threats and attack points of server systems, if 

especially adapted and insular operating systems are used on the appliances. 

 

The appliance also has the advantage of the complete separation of the monitoring of the systems to 

be monitored, so that for example the failure of a server can not bring the monitoring system to a 

halt at the same time.  

 

If various company locations, such as international branches, production sites or decentralized 



technology installations (monitoring stations, windmills, ...) are connected to a central monitoring 

system, the transmission, of data collected by the local agent or the local monitoring body on the 

ground to the central system via external connections, is inevitable. In the selection of the 

monitoring system, it is advisable to respect the fact, that for communication only one dedicated 

port is used, so that the company firewalls must not be offset by generous connections. Also, the 

transfer of data should only be carried out in encrypted form. Providers, such as azeti networks, rely 

on the certification of its agents by external bodies such as TÜV, to increase security. 

 

In addition to the function of the "remote checks", agents provide the analysis of problems from the 

perspective of the user, and thus an "end2end" monitoring. In this way problems are detected, which 

are not clear from the administrator point of view, for example when the cause of a slow database 

access is not due to the performance of the database server in the data center, but rather due to the 

available bandwidth of the connection of the individual sites. Another feature that requires the use 

of agents,is the "dual event-handling". Here it is possible, when the problem occurs by means of a 

unique script of the agent, to initiate a local reaction (eg. "reboot"), and simultaneously launch a 

central problem escalation. Many problems can automatically be solved this way, especially in 

remote locations without extensive local IT support. 

 

Cloud - Monitoring initiates a turnaround 

 

With the increasing use of cloud-based applications, the trend of recent years will return to more 

centralization in at least some areas of IT. Besides the lower initial investment, the simple browser-

based access and usage-based cost structure, is also a clear advantage of the use of cloud 

computing. With SLA monitoring, companies can monitor compliance with service level 

agreements and evaluate the performance of the provider. In particular, in the cloud environment, 

not only the provider-side system availability is important; essential key is that the application is 

available to the end user fast enough. 

 

Factors such as geographical proximity, time of day dependent load peaks or the connection to the 

Internet (both the provider and the end user) play an important role. Precisely because of these 

dependencies, it is not sensible to rely only on the promises, made by a provider regarding the 

system availability in the data center. A monitoring of cloud applications should allow for the 

possibility of offering a complete view of the value chain, and the - ultimately decisive - the end 

user's perspective for assessing the level of service. 

 

Another aspect of information technology is the growing capacity of individual systems. For special 

applications, eg. in development, in laboratories or design departments, which are relevant for only 

a few employees, however, for the company of high priority, a server installation respectively a 

central deployment is often not practical or possible. In particular, when such critical systems can 

still be found at remote sites, a monitoring system, which only focuses on the data centers - IT, does 

not suffice. Likewise, the permanent connection and remote monitoring of IT systems in small 

offices or branch systems with only one centrally active monitoring system is not economical 

respectively technically practical to implement. If for example a central switch or the Internet 

connection fails, quickly, entire (sub -) networks can be separated from the monitoring system. 

Local problems are not discovered or not signaled at the headquarters, therefore a notification to the 

service staff does not occur. 

 

Local monitoring systems at each site provide the advantage that the monitoring system can 

continue to work even with the loss of leased lines or the Internet / VPN connection. Within a LAN 

it is usually easier and safer to transmit the, for example, through agents or SNMP queries gathered, 

data. An ideal monitoring system should be able to link the advantages of the two identified variants 

- central management and local monitoring-. Efficiently operating local monitoring instances 



execute "on location" autonomous, their duties and enable parallel  central access to the latest data 

and centralized configuration and administration of the system. It should be ensured that the 

collected monitoring data is also stored on local level, so that no data is lost in case of connection 

breakdown. 

 

 

Virtualization - Challenges of monitoring within the data center. 

 

The trend in recent years to virtualization of IT infrastructure in data centers continues unabated - 

not surprising when you consider the many benefits of a virtualized environment. They provide 

greater flexibility while increasing efficiency. The system recovery and the capacity expansion is on 

virtual machines easier to implement than with traditional server systems. Virtualization, however, 

has created another level within the IT environment which needs to be managed and monitored. To 

monitor VMware environments, for example, all levels must be taken into account.This means that 

in addition to the underlying hardware, the monitoring of VMware software and the monitoring of 

virtual machines with their operating systems and applications has to be regarded. Similar to the 

traditional application monitoring, it is crucial to ensure broad support of all operating systems and 

applications, so that a comprehensive picture, of the performance of all virtualized applications, is 

given. 

 

On the VMware level, it is also important to keep an eye on the relevant "performance counter" 

(performance indicators for the performance of individual system parameters such as CPU, Memory 

usage, ...). Due to the large number of "performance counter" the configuration should be 

automated. Azeti's monitoring solution SONARPLEX offers ready-made templates for this purpose 

with which either aggregated or individual counters can be monitored. With the integrated analysis 

function, all "performance counter" with their values can be listed, so that the user may get a quick 

overview. Especially in fast-growing VMware environments, vCenter is used by many 

administrators for organization purposes. If the monitoring solution is able to scan the vCenter 

Inventory directly, extensive virtual landscapes can automatically be configured quickly and largely. 

 

Convergence of Technologies 

 

The range of technologies used in a data center is large. In addition to information technology a 

variety of other technologies also have a decisive influence on the functioning and security of the 

systems in the data center. Already is in many cases, the climatisation, the (emergency) power 

supply, energy efficiency and the access technology of data centers lies in the responsibility of the 

IT director and the next step in this direction is already apparent: The convergence of technologies 

more and more becomes of interest and analyst firms such as Gartner and Forrester promote an 

increasing cross-departmental analysis of different technologies. For management and monitoring 

of these heterogeneous technologies, in many cases the IT department will take responsibility, as the 

share of IT equipment and network capacity increase in all areas of technology. As a consequence, 

an extension of the monitoring system on the limits of traditional IT is also necessary. 

 

Looking at the data center directly, one of the most important conditions for the uninterrupted data 

center operation, is sufficient cooling. This concerns not only the systems themselves, but also 

extends to the environment.For this area, SONARPLEX offers the opportunity to include ,through 

sensors, environmental parameters such as temperature or humidity, in the monitoring. If, due to a 

high ambient temperature, a sufficient cooling (even with well-functioning internal fans) is no 

longer assured, a timely warning occurs to promptly take corrective action. With a direct 

involvement in the monitoring of air conditioning, not only a faster root cause analysis is 

guaranteed, counter-measures based on the measured values can also be initiated to protect the 

information technology. Thus, for example, to prevent damage to the hardware, systems can 



automatically be shut down when exceeding a defined temperature and humidity. Moreover, with a 

monitoring system, such as SONARPLEX, it is possible to link technical system directly via 

different gateways. Is a direct connection realized, the monitoring system can, by means of digital 

outputs, automatically send control commands (eg. to enable additional air conditioning) to "non 

IT" Systems.  

 

The previously common practice of parallel operation of multiple, individual and manufacturer tied 

systems for the monitoring of various "Technic Worlds" seems, from this perspective, neither 

practical nor efficient. To enable functional links and to avoid system gaps between the information 

technology and other departments like engineering or facility managment, a comprehensive 

monitoring and management solution is required. Azeti, for example, is pursuing this approach, and 

consolidates, platform comprehensive all the technologies used in the enterprise, from information 

technology to the building systems and energy monitoring to environmental parameters, in a single 

monitoring environment.One of the biggest challenges to this approach is to display the different 

technologies to be monitored in a transparent way. In addition to traditional network plans, building 

floor plans or diagrams must be integrated for the system to meet the different needs and objectives 

of the users. 

 

Conclusion 

 

Regardless of whether the information technology of a firm is centralized, decentralized or aligned 

to Cloud Computing, a monitoring system should be able to cover any system, but in addition also 

support a possible future changes and technological improvements without any difficulty.  

 

With a view to increasing convergence of information technology with other technology areas, and 

a subsequent expansion of the IT department's responsibility, cross-technology monitoring is a 

worthwhile investment, which creates future security, and – makes a significant contribution to 

business success - by increasing productivity. 

  

 

 


