Checking out the network

Infrastructure monitoring — With SONARPLEX azeti Networks offers Nagios based appliances that not
only allow comprehensive monitoring of IT infrastructure components but also makes it possible to
include environmental parameters and the operational technology within a company.

Most people associate computers, network components, networks and the applications running on
servers with the abbreviation IT. At most some people might also think of smart phones, which also
have evolved to personal computers in their own right. A closer look reveals that IT is much more
than this. IT stands for information technology and should therefore be considered as handling all
information in general. If we are now talking about ensuring the frictionless working of the IT this not
only covers the monitoring of computers, networks and network components but also potentially
covers any system or machine capable of generating information like wind engines, the admission
control system of a stadium (e. g. turnstiles), air conditioning or refrigerators. The last example might
sound odd but in tropical countries this has a much higher significance than in Central Europe. The
listed examples were not randomly picked: To monitor these (and other) systems companies are
successfully using the SONARPLEX appliances.

Some might be surprised to see a monitoring solution in the form of an appliance but this approach
offers multiple advantages. The combination of finely tuned hard- and software offers a high degree
of performance and system stability and makes the setup and administration easier which reduces
both the initial setup costs and the operating costs. In addition a monitoring solution in appliance
form is highly scalable, can be installed with redundancy and can be structured hierarchically. Even
appliances installed at remote locations can be configured and managed centrally by the
SONARMANAGER software.

Wind farms, refrigerators and database servers

We did not have a stadium or wind park at hand for our test of the SONARPLEX solution but we were

in a position to test the system in a »normal« network with »traditional« components like servers,

workstations, switches and routers. But this was enough to ascertain the excellent work SONARPLEX

does, once the system has been configured. SONARPLEX offers comprehensive IT monitoring which in

addition to networks and active network components also covers applications, data bases and the

monitoring of servers, desktops and peripherals. To do its job the product makes use of established
standards | i ke SNMP and | CMP. I n additi-cwedk t he so
handling”. The agents are installed on the host
the host system, but can also be triggered manually for live monitoring of the host. They are capable

of initiating events and to autonomously react to incidents by e. g. rebooting the host system. The

integrated APIs make it possible to connect to additional processes, ticket systems etc. Because of this

the azeti agents enable both local event handling and - at the same time —automatic central problem

escalation. All communication between the agents and the monitoring systems requires

authentication, is encrypted and takes place through the dedicated azeti port 4192.

A very positive aspect of the azeti agents is that they hardy use any resources of the monitored

system and therefore do not impair the performance of the host. The disadvantage of using agents is

that they have to be installed on each individual monitored system. Unfortunately there doesn ' t seem
to be a funtion for an automatic centrally managed agent roll-out. We also noticed a discrepancy



within the documentation. It lists a different (old) port number than the agents actually use (4192).
Once discovered it was naturally easy to resolve the problem.

The monitor-ing”wwbhkSptompl etel yi wst hawue smgaht s.

programs or scripts written in Perl which azeti offers in large numbers for its solution. Examples are
“p Hungs ” for the JaedDNSSedverd, sange Comnpag, BPH & tihet/Fortigate and
Funkwerk system states, Windows-NT parameters, network interfaces, bandwidths and many more.
For anyone with sufficient Perl and Nagios knowledge it is also possible to write their own plug-ins.

So far everything was focused on the monitoring of IP based systems. With the azeti Fieldbus-
Technology it is also possible to integrate systems, production plants and machinery that are not IP
capable. This brings us back to the refrigerators. azeti offers a broad range of sensors that provide the
input for the monitoring of environmental parameters. Naturally azeti does not have a sensor for
every conceivable application but the young company and its implementation partners are always
open and looking for new ideas.

Web-GUl s and a ,Book of Net wor ks*

The tested »azeti SONARPLEX Appliance 4200« hasalU-1 9" for m factor and
start-up: It has to be connected via one of the four Ethernet ports to a switch, power has to be
connected and the appliance has to be switched on. In the factory setting the appliances use a class-C
IP address which can be changed using the serial connection and terminal application. A DHCP client
function would have added some comfort but that is not very important. After this the appliance can
be comfortably configured using appealing and easy to use Web-Administration-GUI. The initial set-
up requires a number of things including contacts, contact groups, time periods, host, host groups
and the individual services and checks for the hosts. It is not advisable to configure the hosts with the
web-administration GUI since this would require setting up each host individually. It makes much
more sense to use the separate Windows application »\SONARMANAGER« which is shipped with the
appliance. The SONARMANAGER offers an automatic host-scan function which only requires a few
manual inputs form the user. The available templates further enable the fast integration of hosts
because they allow the user to preset many parameters like test frequency, host group setting and
notification settings. It is also possible to use the templates for the configuration of checks and

services which would otherwise have to be configured manuallyon a “ per host

For the actual monitoring the SONARPLEX appliance has a Web-GUI. This has the advantage that it is
accessible from any computer that has a web browser and a network connection. The web GUI
performs functionally well. It offers different views of the network and the monitored hosts and
provides a well laid out view of the current system status of the hosts and notifies the user if a
problem occurs. It also provides many reports including trend reports and SLA reports. Of course it is
also possible to apply filters to keep better track of large monitoring environments.

Once again the SONARMANAGER offers an alternative. The only disadvantage is that the programis a
Windows application which is not available on every computer in the network. In exchange the
application offers many advantages for the user —including the visualization concept »SONARVIEW -
Book of Networks« developed by azeti. Based on the configured hosts and services the user has the
option to flexibly create views of their monitoring environment. Any image, for example existing
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network plans, can be used in the visualization. By using simple drag-and-drop the user adds pictures,
hosts and services to the »book pages« and the SONARPLEX system immediately shows the live state
of the monitored systems (e. g. critical or warning) in the form of »LEDs«. These notifications work
both based on individual hosts and based on pages. Additional layers and sub-layers can be added
effortlessly which also enables the user to drill-down with ease.

Throughout the one-week test the SONARPLEX solution worked flawlessly in a heterogeneous
network environment. All manually initiated problems, status changes and exceeded thresholds on
the servers, clients and network components were handled correctly by the system. Our overall
impression of the SONARPLEX solution: Absolutely recommendable

Dirk Jarzyna

Facts:

SONARPLEX Appliance 4200

Manufacturer: azeti Networks AG

Characteristic: IT monitoring appliance

Price: 4800 Euro (max. 1000 Hosts, incl. SONARMANAGER)
Web: www.azeti.net

Plusminus:

+ highly scalable and hierarchically flexible solution
+ available as virtual appliance (990 Euro)

+ opens up multiple different application areas
A-grade: 5

B-grade: reference



