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Act rather than react: Monitoring in SME's
IT monitoring is important - and becomes more attractive for SME's

High price, decentralized organization, less staff

Because of the complex interaction of many factors, modern IT environments are very powerful,
but also prone to user error or external factors. The possibility of down time is therefore only a
matter of time in every company. A classical strategy to counter-act such failures is to use redundant
hardware for important parts of the IT infrastructure. However, as especially important servers and
applications are usually run on powerful hardware, this approach is often an uneconomical solution.
It is no surprise that, through monitoring, more and more IT administrators are trying to identify
potential failures at an early stage and, ideally, even before they occur.

Comprehensive IT monitoring has long been an investment which only large companies could
afford. However, nowadays most SME's use IT and are very dependent on it. The reasons range
from legal regulations to internal guidelines, to hard economic needs: idle assembly lines, halting
delivery of goods or errors in the ordering system strike with tangible losses to the books every
minute. According to a study by the Meta Group, a system failure, costs a five-to six-figure sum
per hour - in banking system, these costs can quickly increase to several million euros. However,
these figures represent only the directly attributable costs: Medium-and long-term costs such as
customer - or confidence loss or impact on the stock price can be very difficult to quantify, but also
have a significant impact on the company's success. SME's, which work as subcontractors for large
corporations, find themselves in a perfidious dependency to IT: In order to be able to supply large
companies, they must meet strict quality and delivery requirements.But even if the IT is not driven
by the requirements of a large company - the IT availability today determines indirectly the ability
to delivery, every failure causes loss of money and damage to the reputation.

Therefore more and more small and medium-sized enterprises consider to invest in monitoring
technology that will help them keep their IT available. In the past, high initial investments lead to
these ideas quickly to become obsolete - but new technologies and the success of the open source
platforms have created a new awareness of the benefits of monitoring.

Monitoring in SME's has special requirements

The use of monitoring technology in SMEs is mainly influenced by two key factors: by limited IT
budgets and staffing resources. Solutions, which want to live up to the expectations of SME's, need
to consider these two key factors. Many medium-sized enterprises have already deployed
monitoring solutions - often on open source basis. As attractive as the open source approach in
many ways may be, regarding monitoring it can create significant problems which can not be
compensated by the seemingly low costs. Nagios, for example, requires relatively high maintenance
- if more than a few basic parameters are to be monitored, it quickly claims the whole labor force of
an employee. In some cases it takes even several people. The costs incurred by such a solution, are
therefore not really small - but hidden in labor costs.

Also commercial monitoring solutions from major suppliers provide SME's with problems. On the
one hand, they usually need a very high initial investment, but at the same time only take standard
scenarios into account - individual adjustments can be made only with great effort and additional
investments. In addition, the administration of these solutions is usually relatively complicated and
requires significant resources of the IT department . Another challenge is the sometimes complex,



heterogeneous IT environments in SME's.

Solutions from different vendors side by side with an individual solution acquired a few years ago
make it complicated to select an appropriate solution. The comprehensive monitoring of these
environments require high adjustment costs, as it usually is not a suitable solution for the used
hardware and software. The limited human resources also lead to many IT teams in SME's to be
composed of internal and external people, because the internal team is not big enough to take on all
tasks. For monitoring purposes, this means that depending on the problem, the right people must be
notified by the monitoring solution - even outside the company.

Another challenge for the scarce resources in medium-sized enterprises, is the decentralized
organization of IT systems in enterprises with multiple locations. In addition to a central data center,
several branches will have to be integrated into the monitoring, to ensure a comprehensive overview
of the IT resources within the company.

The ideal type of SME solution

The requirements for monitoring in medium-sized businesses are very diverse, very individual and
mature structures are often to be considered. At the same time, monitoring is supposed to make the
IT team's work easier and not to cause new problems. The following factors are therefore of great
importance for the selection of a monitoring solution:

Installation. Ideally, the solution should be easy to be implemented and operated - this is of special
importance in smaller IT teams.

Flexibility. Each company has different requirements on parameters and measured values, in this
case, administrators should ensure that the solution can monitor, what they wish to monitor.

Agent technology. Depending on the individual requirements - agents can facilitate distributed
monitoring and simplify the controlling of applications significantly.

Scalability. Companies grow and change; to protect the investment it should be considered, while
evaluating, whether and how easy, a monitoring solution can do the same.

Connecting of decentralized locations. Equally important as the scalability - is it possible to
integrate new or remote locations into the monitoring?

Monitoring - but what?

Companies, which deal with the topic of monitoring for the first time, often have no clear idea of
what can be monitored with all the current solutions. To monitor the entire IT department of a
company, a monitoring system, should be able to control the following:

Server

Desktops and Peripherals
Applications

Network

Databases

Production facilities
Cloud-Services

NoogkrwnpE

Of course such "complete control” may not make sense in every business. However, it is helpful in
the evaluation process to be aware of the possibilities:



Server:

One of the main tasks of the conventional IP monitoring is to monitor (ensuring the availability) the
company's existing server. Besides monitoring the hardware through SNMP, such as CPU and
memory utilization, temperature, or the disk space, individual components, services and log files
should be controlled also by monitoring. Other important parameters for the health of the server are
file changes (size, number, age), performance and reception of traps. The monitoring is only one
side of the coin - to ensure a rapid response, a SME-oriented monitoring solution should work with
threshold values and early indicators. Thresholds can be defined, for example, as memory usage or
disk space. This gives IT staff the opportunity to respond before a failure occurs. The server
availability can be ensured, for example, by monitoring of fan failure cases. Timely alerts to the IT,
ensures, that it does not even come to a failure. Especially with server monitoring, another critical
factor is also to be considered:Server failures can equally freeze the monitoring software, if they are
not operated independently of the server, for example, as an appliance, such as the SONARPLEX
solutions from azeti networks.

Desktop and Peripherals:

Even in desktop PC's, notebooks and workstations, an extensive monitoring is doable. Similar to
servers, the state of hardware and software in single-user systems can almost completely be
monitored with a powerful monitoring solution. Although the detailed monitoring of all
workstations, in many companies, is certainly not necessary, it is often critical for systems such as
CAD stations or computers for machine control, in which a failure would have serious
consequences for the company. The monitoring of peripheral devices with a network connection,
may possibly, be interesting to medium-sized companies. This may be the printer or copier, for
example, where the toner can be monitored (including timely notification of a pending change of
toner or that ordering of toner is necessary) or even IP surveillance cameras or biometrics systems.

Applications:

For medium-sized companies there are two very important parameters when monitoring
applications: Availability and Performance. These days, barely any company can sustain business
without the constant use of various applications: E-mail, Office, CRM or ERP systems are essential
for business productivity. The monitoring of such applications is therefore obvious to ensure
availability.A distinction must be made between locally installed applications and as SaaS (Software
as a Service) used web-based applications (monitoring in the "cloud™).

Depending on the application, there are various approaches to Monitoring: In addition to agents for
local monitoring of application availability and performance, advanced monitoring solutions, also
have the ability to take on the perspective of the user through "Remote Check Handling". Through
this change in perspective, Administrators, have the opportunity to detect issues which are not
shown in the administration display. This is beneficial, especially for the monitoring of applications,
since the complex options in modern applications, often do not allow, for errors to be reproduced.
The use of agent technology is also recommended in the evaluation of log data and processes or the
monitoring of the availability of instances and services. In this way, with a suitably flexible solution
and even in complex environments, a complete overview of the performance and availability of
individual applications, can be achieved.



Monitoring of networks and network components:

Without an available and stable network connection in combination with sufficient available
bandwidth, the systems used in enterprises are rapidly becoming isolated solutions. In order to
monitor the network within the company, it is necessary, to consider both (W) LAN and WAN.
Important parameters for example are bandwidth, network traffic and wireless-specific values such
as signal strength and noise ratio; this one can be monitored, for example, via SNMP, as well as
active network components such as switches and routers.

Database — Monitoring

Databases in medium-sized enterprises are also considered to be major applications, some of which
are used by all employees or even past the organizational boundaries. IT administrators need to
ensure high availability and full performance around the clock. It is not enough if the local database
is running properly (even if the access by the end-user must function smoothly). The monitoring of
databases promises to add real value, but brings its own challenges. Several problems can not be
comprehended, for example, by a local test. Remote Check Handling, as offered by modern
monitoring solutions, can help to shed a light on the discrepancies (from the user perspective).

Production systems, Facilities and Machinery

Few processes in an enterprise can be described as a pure information technology processes only.
Much more common are mutual dependencies and the interaction between operational technology
and information technology. When a comprehensive monitoring infrastructure is implemented in a
company, often the question is asked as to how well systems beyond the traditional IT, can be
included in the monitoring. Advanced monitoring solutions, such as SONARPLEX appliances of
azeti networks may for example, be connected via field bus to various equipment and machinery
and be supplied with performance data. As a result, administrators do not parallelly control a
number of monitoring - and surveillance systems, but can view all problem reports through a central
warning and notification system. Via fieldbus technology and depending on the operational area,
virtually anything can be connect to an appropriately powerful monitoring system: From the
humidity sensor in the data center to the cooling technology in the trade, to the laboratory reactor in
the chemical industry.

Cloud-Services

The IT department of a company no longer ends at the factory gate. Web portals and applications in
the infrastructure play an important role in the SME sector - from the company website to the online
shop to the interfaces for the IT systems of customers and partners. Many of these systems are
operated as software-as-a-Service (SaaS) or on the basis of the so-called cloud computing the "data
cloud”. Since it is often business-critical services, it is advisable to also monitor such important
external solutions. Besides the availability, the responsive - and effectiveness of processes in more
depth, can be monitored by means of executable scripts and automatic "robot probes”. This makes it
possible to avoid opportunity costs through lost sales and disgruntled customers, and the consistent
quality of services is ensured. An important support factor of many medium-sized businesses in the
cloud is the use of infrastructure services (infrastructure-as-a-Service). However, the services used
by business-critical applications such as virtual server, monitoring of course, become even more



important, but services such as online backup or messaging can also, in case of failure, result in
severe damage. Depending on how comprehensive cloud services are used in a company, the ability
to monitor the data cloud, is therefore very important for the selection of a monitoring solution.
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